' Paxton APN-1076

Integrating Net2 with Lift control
systems

Lift control options

- Lobby doors

The best access control is to secure the doors that
lead to and from the lift floor lobby. A lift is very
much a public space and it is normal for one lift to
carry several people to a variety of floors during a
single trip up and down the building. An intruder

need never press a call or floor button to be carried
to almost any floor by other people's actions. .
B , Unfortunately, open plan office design often has
0 . Lift lobby  |. the lift opening directly into the office area with no
LN i lobby.
BN BN «EEN om ,
A, BN BN | i;,9 e - Lift call button control
= 0 ' This treats the lift door as if it was a normal office
E B [D [[ Vel Ria—% door. In its simplest form, this restricts those people

0 allowed to call the lift and therefore use it to visit
other floors.

The call button on each floor can be replaced by a proximity reader. This is connected to a local ACU that
will check the card for validity and then either close its relay to simulate the original call button or provide
input for a Net2 1/0 relay board located next to the lift control box to provide the call button signal.

LIFT CONTROL BOX

Lobby call button inputs
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- Lift floor button control
This method gives the most control and will cover most situations.

The user has free access to the lift but has to present a user card to the reader inside the lift before any of
the restricted floor buttons are available.

The reader requires a protected reader cable running up to the lift control room (max 100 metres). A single
ACU then determines whose token has been presented and initiates any matching T&A rules.

An I/O relay is required for each floor button that you are controlling. (4 relays per I/O board) As one rule
can activate more than one relay at the same time, a user will be given a choice of floor buttons available

depending on the rule programming.

If the lift access is in a public area, then a combination of the above methods may be desirable.

LIFT CONTROL BOX
Individual floor button(s) enabled

= WPaxton|UO 1.
(0]

s
E

0

0
L]
i

o

.

1

IJL
SEfg
L
VEGE 9V
[
o [OE o

[.]| com

L.l [ua (]

J o  CEX

-
|
L]

I
=

Ll [mS

[ I§ (e

The I/0 boards must be set up and configured before appropriate Triggers and Action rules can be set up.
A rule must be set up for each floor grouping that you require. (All floors, 1st floor only, etc)

Set up a rule for 'When a user is granted access through a door' This rule will run when a valid token has
been presented to the 'lift' reader.



¥hen a user is granted access through a door...

Chaoze to which uzers and departments thiz rule applies

4 Accounts

E‘i,‘ Management <
A 5ales [
fi," Support

B visitors «

fi," [hone)
IT

Cancel < Back Mext > Finizh

When a user is granted access through a door...

Choosze to which doors and areas thiz ule applies
w Car Park - Car Barrier 1 (In] w Lift Cantral [In)

@ Car Park - Car Barrier 1 [Qut) _
& Lift Control (Out) g

@ Main Entrance (In) [

w Main Entrance [Out)
w Meeting Room (In)
w Meeting Room [Out)

& FReception (In)
w Reception [Out)

<€

Cancel < Back Mest > Finish

E§ Triggers and Actions

wWhen a user is granted access through a door...

Chooze when thiz rule is active

(®) This rule iz active during the following timezone
(O Thiz rule iz active at all imes outside the following timezone

&l day, every day R

Cancel < Back Mest >

BE Triggers and Actions

When a user is granted access through a door_..

Set a time delay between the trigger and the actions

(® Mo delay

() Delay actions

< Back

Cancel Mext
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Select the users who need to run
this rule.

Select the reader they will use
(e.g. Lift Control (In) ).

Select the timezone when this
will apply.

Select 'No delay'



B Triggers and Actions

Yhen a user is granted access through a door...

Choose which actions to take

Affect relay

] Play a .wav File
Send an E-Mail
Send an SM5

[ Control Lockdown

[ Control a Door

1 Run a .exe Fie

] Allows temparary access

< Back

Cancel Finish
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Select 'Affect relay'

Determine the lift buttons that these users may require and turn on the appropriate relays to enable the
buttons for long enough for the user to decide which button to press (set here for 8 secs)

B Triggers and Actions

When a user is granted access through a door...

When an event matches this rule, would you like to switch any relays?

Device Name | Output name | Action
Lift Caontral st Floor Turn on for 8 seconds
Lift Caontral 2nd Floor Turn on for 8 seconds
Lift Contral Felay 3
Lift Contral Felay 4
Car Park. - Car Barrier 1 Relay 2
Main Entrance Felay 2
Meeting Room Felay 2
(O Mo change
® Tumn on Tum on for
O Tumn off

Cancel < Back Finizh

seconds v

Set up a rule for each of the various floor button combinations as required.

v

File “iew Go Tools

| Back -

Optioks

Help

WV Met? Access Control
[ Everts
82 Users
L Accesslevels
& Timezanes
g Daoors
we CarPark
u Main Entrance
u Meeting Room
o Reception

M ireas

Forward = || () Refresh || &9 Print El Fitnd user| i Open door| 9‘_ Mew uger -

& Timeshest ~

Rule hame

| Type

| When iz rule active

Tzt and 2nd floor lift access
1zt floar lift access
2nd floor lift access

When a user iz granted access throw...
Wwhen a uzer iz granted access throu...
When a uger iz granted access throu...

During the imezone:All day, every day
Diuring the timezonezAll day, every day
Diuritg the timezonecdll day, ewery day
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Important information on Lift Integration

Timing

For Triggers and Actions to function correctly, the server must be running and communicating with all
control units and I/O boards. As the I/O Board contains no on-board memory, it is reliant on communication
from the Net2 server to run the trigger and action rules.

READER>CONTROLLER>SERVER>1/O BOARD

Because of this, you may experience a small delay in the illumination of the floor buttons within the lift car
following the presentation of a card. The delay can be up to 10 seconds, but in most cases the floor buttons
will light within 7 seconds. External factors, such as noise affecting cable signals in the lift shaft, can also
cause delays in the button responses.

Cabling

Installers should refer to a cable specialist for a lift grade equivalent cable of Belden CR9540. Alternatively,
ACUs can be mounted on the lift car with a lift grade Cat5 cable used to connect them.

Paxton have discussed the issue of specifying the relevant reader cable for lift shafts with a cable specialist.
They advised they would never sign off a generic cable for use with any system as there are too many site-
specific elements to take account of, such as:

Temperature

Voltage

Cable flexing - Some cable will break with excessive flexing
Location of the cable - in or out of the Lift

Do they require a screen?

Core colours

Sheath type

For example, silicone cable is very heat resistant however the sheath is very thin and can break easily in the
wrong environment.

© Paxton Ltd 1.0.2 5



