' Paxton APN-1079

Lighting control using Triggers
and Actions

Important

For Triggers and Actions to function correctly, the Net2
server must be running at all times.

Installing the hardware

(/“\} The relay output of the 1/0 board is wired

\

II/ in series with the light switch allowing the
&  1/0 board to override the switch and turn
the lights off.

Net2 Triggers and Actions can control the I/0 board based on other Net2 actions. In this case we will use
Setting/Unsetting the Intruder alarm as the trigger but any event (e.g. a Managers card presented to a
specific reader) could also be used.

The 1/0 board needs to be configured before triggers and actions are set up. To see instructions for setting
up the I/O board refer to: AN1066 - Installing an I/O board. < http://paxton.info/506 >
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The Triggers and Actions feature is based around user defined rules. When an event
occurs (Trigger) that is defined in a rule, a specific action is performed.



Setting up rules for Triggers and Actions

APN-1079

In the following screens we will create rules to turn the building lights On and Off depending on

the setting of the intruder alarm.

Triggers and Actions

Welcome to Net2 Triggers and Actions

Choose the type of event, which will cause this rule ta be

When a user iz granted access thiough a door..
“When 5 door

hen the intruder alarm is amned...

e

‘When an exit button is pressed.
When the door bell button is pressed...
When an input on an 10 board is pressed.
‘When an input on an 10 board is released...
‘When a system setting is changed...
‘When an access control unit goes offline...
When an access control unit goes online....
When an 10 board goes offline.

‘When an 10 board goes online...
hien the fir
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Finish

Triggers and Actions

Y¥hen the intruder alarm is armed...

Select which control units this rule is for

E o - [_] Anpwhere
D Computer Room

E] First Floor - Warehouse
D First Floor Stairs - Office 3
D Ground Floor - \/are Houss | =
D Main Barrier In K59
O M azin Barrier Out

D Main Door

D Plantroom Second Floor
D Second Floor - Warehouse
= - -
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Finish

Triggers and Actions

When the intruder alarm is armed...

Chaose when this rule is active

) Thiz ile is active during the following timezone

his e is active at all times outside the following timezone

All day, every day -

Cancel ][ < Back ]l Mext >

Firizh

Triggers and Actions

Yhen the intruder alarm is armed...

When an event matches this rule, would you ke to switch any 10 board relays?

10 Board I Output name I Action

10 Board O00BDEOCZ0EE
10 Board OO0RDEOC20B:E
10 Board 000BDE0OC20BS
10 Board 000BDEOC20BS

Relay 1
Relay 2
Relay 3
Relay 4

Tum off

7 No change

Turn an for

=

' Turn on

- seconds
@ Turn off

Cancel ][ < Back ]I Mext > I

Finish

Turn building lights Off
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Select Triggers and Actions from tree view. Click
'Add' - The title page displays - Click 'Next'

Select 'When the intruder alarm is armed.

Click 'Next"

Select which ACU has intruder alarm integration.

This can be set to 'Anywhere), or select the specif-
ic ACU's in that area.

Click 'Next'

Select the relevant timezone from the menu.

Our example shows 'All day, everyday' as the select-
ed timezone.

Click 'Next'

Select the relay on the 1/O board linked to the
lighting circuit.

Select Turn off".

Click 'Next'
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The next three screens (not shown) give options for Email, SMS and Sounds to play on your PC when the
event occurs. Click 'Next' to skip through these screens as required.

Triggers and Actions

When the intruder alarm is armed...

Enter a name for this rule, and click Finish'

Lights Off

Mext >

Give the rule a descriptive name and
click 'Finish' to save.

To restore the power to the building light circuit (allow control by local light switches during the day)
another rule needs to be set up.

Triggers and Actions

Welcome to Net2 Triggers and Actions

Chaose the type of event, which will cause this nule to be run

“When a user is granted access through a door..
‘when a user iz denied access thiough a door..
WWhe i

hen the intruder alam is disarmed...

b Hre i

larro o

‘when the door bell button is pressed
‘When an input on an 10 board is pressed...
“When an input on an 10 board is released.
‘When a system setting is changed...
When an access control unit goes offine
When an access contral unit goes online...
When an [0 board goes offline.

When an |0 board goes orline...
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Triggers and Actions

Yhen the intruder alarm is disarmed...

Select which contral units this rule is for

<
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| puter Room
D First Floor - Warehouse

C] First Floor Stairs - Office 33
D Ground Floor - Ware House | =
<3

D b ain B arrier In
E] M ain Barrier Dut
D Main Door

C] Plantroom Second Floor
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Triggers and Actions

When the intruder alarm is disarmed...

Chaose when this rule iz active

@ This e is active during the following timezane

(&) This nle is active at all times outside the following timezone

All day, every day

Cancel ][ < Back ]I Next > I

Firizh

Turn building lights On

Select Triggers and Actions from tree view. Click
'Add' - The title page displays - Click 'Next'

@ Select 'When the intruder alarm is disarmed"

@ Click '"Next'

Select which ACU has intruder alarm integration.

This can be set to 'Anywhere’, or select the specif-
ic ACU's in that area.

@ Click 'Next'

@ Select the relevant timezone from the menu.

Our example shows 'All day, everyday' as the select-
ed timezone.

@ Click 'Next'



Triggers and Actions

¥hen the intruder alarm is armed....
Sel a time delap between the trigger and the actions
@ Mo delay
(@) Delay actions

[EIE=|

[ Cancel ][ < Back ” Next > ]I Finish I

Triggers and Actions

When the intruder alarm is armed_ ..
Chaose which actions to take
Affect relay
Flay a .wav File
[ 5end an E-bail
[]5end an SMS

[ Contral Lockdawn
Contral a Door
Run a .exe File

[ Cancel ][ < Back ]I Mext > I[ Finish

Triggers and Actions

When the intruder alarm is disarmed...

When an event matches this e, would you like ta switch any 10 board relays?

10 Board I Output name I Aclion
|0 Board DODBDEOCZ0BE  Relay 1 Turn an
|0 Board 000BDEOC20BE  Relay 2

|0 Board 000BDEOC20BE  Relay 3

|0 Board 000BDEOCZ0BE  Relay 4

0 Nochange [ Tum on far
urh on =
seconds A
o Tt [
Cancel ] [ < Back ]I Next » I Firizh
Triggers and Actions

‘When the intruder alarm is disarmed. ..

Enter a name for this e, and click Finish’

Lights On
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Select 'No delay’

o

Select 'Affect relay’

o

Select the relay on the I/O board linked to the
lighting circuit.

@ Select "Turn on'
@ Click 'Next'

Give the rule a descriptive name and click 'Finish'
to save.

o

We have now produced two rules that will control the Building lighting depending on the setting or unsetting of the

Intruder Alarm.

Setting the Intruder alarm = Building Lights OFF
Unsetting the Intruder alarm = Building Lights ON
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