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Integrating with Multi Zone Intruder partitions

Using Partitions

Large sites that have several floors or buildings will
often have an intruder alarm system that can arm/
disarm different areas. These areas are known as
partitions.

A standard Net2 system only has a single partition with
one alarm status and the event reporting restricted to
a simple Alarm On/Off.

This feature allows you to define which ACU's are in
a particular partition and also the users that control
them. It may be that a user has access through
many partitions but is only responsible for arming /
disarming the alarm on their own floor.

Hardware requirements

Intruder alarm integration with Net2 is hardwired. Each controlling ACU requires a pair of wires to arm/
disarm the system and a second pair to monitor alarm status. See AN1035 - Integrating Net2 with an
intruder alarm system < http://paxton.info/91 >

To control multiple partitions, each partition requires its own defined ACU.

Software configuration

3% Net2 Server Configuration Utility X

| ‘Wigand | TCPAPMNodes | Met2ArBidges | HTMLRepots | Emal | SMS |
Net24ir Settings Diagnostics | Printer Options

Net2 Pro has several features which can optionally be enabled. To change the features which are enabled. check or uncheck the
features listed below,

:NAH NI\NG: If you disable  feature which was previously enabled, you will lose all settings that had previously been set up for this
eaturel

WV Aeas
I™ Rol cal
I™ Anti-passback

Priwanced Permissions
gone |ntruder
‘ecurity Lockdown integration

oK Corcel | pony |

You must use Net2 Professional software v4.21 or later. Select the Features tab and check the Multizone
Intruder box in the Server Configuration utility. 1
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Log in to the Net2 software and select
Multizone Intruder integration in the Options
menu. This will display the Partitions screen.

T

PG RO | IR

Departments I

Doar groups
Beport groups
Field names
Token types -
Token data formats

'C:

Custom days
ch

Landlord Tenant permissions
Card printing
Activation

H—.

Camera integration

Multizone Intruder jnteglatiuD;}J

g Security
Net2 Online

I
Partitions are used to define who can arm/disarm the intruder alarm system and then report on this
activity. They do not configure Net2 hardware.

Lo

Enter a name and click Add for each partition.

%% Options X
General | Departments | Door groups | Report groups ] Field names I Token types ] Token data formats I
Customdays |  Cameraintegration | Landiord Tenant permissions | Cardprinting |
Activation Multizone Intruder integration | secuiy | Net2Online |
Partitions
Site Delete
Rename
< >
OK Cancel _ Apply
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Forward ~

¥ Net2 Access Control
E Events
_@ Users
] i Access levels
o Timezones
=] ﬁ Dooars
i ACU 12345678
ACU 44564564
Back gate
Meeting room door
Net2 Nano
Office door
Visitor entrance
. Areas
’; Arti-passback
B Triggers and Actions
ﬂ Reports
9 Rollcall
"fa Net2 operators

Net2 actions A

§ ©pen door
#) Log off

Net2 details A

Back gate

Net2 document...

<«

) Reftesh |« Pint

ACU serial number: 56875845

Door hame 12345678
Door group [none) =
Door open time seconds
Unlack the door during At o time:
Only unlock the door once a user has been granted access
[ Silent operation
Unlack relay 2 duiing Al no time:

Reader 1 I Reader 2| Alalm' Evenls' Fire dlarm inpits  Multizone Intruder I Accpss lid1ts|

Open door

Apply

Cancel

Identify

[~ Enable alam integration with this ACU

Net2 can integrate with intruder alam systems, which have clean relay contacts indicating whether it is currently amed or disarmed. When the relay

contacts are open, does it mean that the alam is armed or disarmed?

‘When the contacts are open Alarm is amed v

The Net2 control unit can momentarily close the contactse dedicatedmtaider alarm relay to am or disarm the alarm system. Please enter the
required duration of this pulse. “
Specify the duration that the contacts should close for T 1.0F seconds

Open the door on the 3rd attempt, even if the alaim cannot be
disamed.
1 Relay 2 minors intruder alarm relay

To enable the alam to be re-aimed, a push to make button should be used. Following the presentation of a valid token, how long should the re-am

button remain active?
Specify the length of time that the button is active

| 50F sscores

] Use a specific operating mode whilst the alarm is armed.
Alarm armed operating mode

This door belangs to the following partition:

| Burton, Lioyd

i Nastiond

When Multizone intruder is enabled, the intruder alarm settings have an additional option to select the
partition that the door relates to.

Note that all intruder alarm connections between ACU's and the alarm panel are hardwired and there is no

Net2 software control bet

Events

ween them or between individual ACU's.

Intruder alarm events are now reported with reference to the partitiion that they relate to, as follows:

D atetime User

‘where Ewvent Details

@ 09/05/2017 16:20:21  Spstem engineer
@ 094052017 16:19:41  System engineer
=

Student block 2
Front Entrance

Intruder alarm an partition
Intruder alarm an partition

Armed partition: Floor 2
Armed partition: Building 15
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User permissions

¥ Net2 Access Control Pl Hiller. Jerry

EH Events First name Jeny I ‘
= _@ Users -
@ & Growp1 Surmame [Hille ‘
_@ Group 2 Department [rone] - ) ; . T
‘q Burton, Llopd Telephone [ ” |Fax | ‘
3 Hiller, Jery
g Mejia, Williarm Hefurelnie el [ ‘
8 Potter, Harry o] Valid from [ [_] Expires end
@ f Access levels LV [27/07/2m8 ] | | Mever expies

© Timezones

o @ Doors Access rights| Tokens | Dther details| Memo| Events| Cument validity| Arﬁﬂ@
§ 12345678 -

ACU 12345678 ( [~ This uer can am/disam the intruder alam system

ACU 44564564 Th r can am/disam the following partitions:

Meeting room door
Net? Nano [7] Select all partitions, including newly created ones

Dffice door Site
v

(A0 1 a1 UF ) i

Wicibr mmbranes

»

Net2 actions

R Bar user
&, Delete user
3 Add new user

#) Log off
Net2 details 2 Select Al
Hiller, Jerry Clear al
Currently not in the
building
Net2 document... ¥ - — _— -
Get picture Delete picture Bar user Delete record | Export vef | Apply

| Burton, Lioyd +J Nastrond A

When using Multizone Intruder, an additional tab on the user screen allows the configuration of this user's
Multizone permissions.

This screen may only be edited by an administrator.
To enable this screen, put a tick in the 'This user can arm/disarm the Intruder alarm system!

You can now click on the Partition(s) that apply to this user. There are Select all and Clear all buttons to make
this easier.

You may tick the 'Select all partitions' box which will select all current and also any future partitions created
at a later date.

This user will now be able to arm/disarm the selected partitions by following the procedure as noted in:
ANT1035 - Integrating Net2 with an intruder alarm < http://paxton.info/91 >
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