’Paxton APN-1180
Setting up Virdi integration with Paxton Net2 Server

Overview

Integrating Virdi biometric readers with the Paxton Net2 system is made possible 5/00AM
by using UNIS4 and QEManager (the software required can be downloaded
here).

The installation and configuration steps to follow are:

1. Install Net2 (view application notes here)
2. Install UNIS4
3. Install QEManager

Versions of software used in this documentation:

Net2 - 5.04.6918.5578
UNIS4 - 4.2.7.18
QEManager -1.3.1.3

Install Net2 and configure the door controller for Wiegand use

1. Reader type -> Wiegand reader
2. Token data format — Wiegand 26 bit
3. Reader operating mode -> Token Only

ACU serial number: 65233487

Droor name |New Biometric doof i
Droor group [name] v Cancel
D ti =
oor open time seconds Cpen door
Unlock the door during At no tirme -
|dentify

Only unlock the door once a user haz been granted access
[ Silent operation

Unlock relay 2 during At nao time

Reader 1 l HeaderE] Alarm] Events] Fire alarm inputs] Multizone Intruder | Access rights | Camera integration

Reader details

Mame |New Biometric door [In]

Reader type ‘Wiegand reader ~
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Token data format wiggand 26 bit ~ Mew format

Operating mode

Reader operating made | Token only v
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Relay 1 opens far door open time ~




Installing and setting up UNIS4

1. Install UNIS4 (please refer to the Paxton Integrations page for the latest available versions).
2. When using UNIS for the first time create a new password

Old Password *

New Password |*****

*****l

Confirm Password |

3. Login to UNIS by selecting Master and entering the new password

QIS LoaiN

Q Master Logon

x 00000000
T *****l




4. Under the Main Menu tab, select Settings (menu is hidden away on the right side of the screen. Move
the mouse curser to the right border of the UNIS screen to view the menu).
5. Select -> Wiegand Format Setting
6. Inthe Wiegand Format Setting, in the Input info section, create a 26-bit Wiegand format.

7. Click on register to create.
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8. To send the Wiegand settings to the Virdi readers, select a Terminal and Bit Length and click on Send

to Terminal.
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9. Select all the readers and click on Send

Select Terminal

Find |In|_1ut ID or Name J Find

m Mame Status
( 0001 Test Reader




10. To setup real-time synchronizing of users, Go to Environment Settings (menu is hidden away on the
right side of the screen. Move the mouse curser to the right border of the UNIS screen to view the
menu).

11. Under Environment -> General -> Users - ensure the option to "Auto synchronize terminal when userinfo
is modified”is selected. Click Apply.

ocal Environment
erver Connection

- Alarm popup
icture Popup

er Environment

- FingerPrint

- Password Security

Other Module

User ID used as Employee ID (Automatic creation)

Allow terminal to overwrite users

Auto synchronize terminal when user info is modified.
Sync

Use blacklist user management
i Unigue 1D

Authentication

Automaticaly upload log data from terminal
Save only successful authentication logs

Door

Record the door open [ closed status to a log

Data Export

Transfer picture when record is sent
Include authentication data

Access Control

Restrict the use of access control admin.

Clear Server Connect Info

DDNS

Terminal Connection Settings
Port 9870

Poling Interval

Set ID Limit

Terminal ID Length (1..8)

User ID Length (2..8)

) L

Unigue ID Length (1..20) 20
Visitar ID Range 7000 Q000

Archive Period
Store Access Log
Store Event Log

Store Terminal Cormnmands
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Installing and setting up QEManager

1. When installing QEManager select install for Everyone

ﬁ GEManager — >

Select Installation Folder LA

s | 1]
e

The ingtaller will install IE M anager to the following folder.

To inztall in this folder, click "Mext”. Taoinztall to a different folder, enter it below or click “'Browse"'.

Enlder:
C:“\Pragram Files [xB6)\GEManager’. Browse. ..

Drizk, Cozt...

Install QEManager for yourself, or for anyone who uses this computer:

< (®) Everyone )
ust me

Cancel < Back

- Go to C:\Program Files (x86)\QEManager, right click on QEManager.exe and send to your desktop
(create a shortcut)

%] Paxton.Net2.Utils.dIl

D Paxton.Remoting.Channel.dll
D Paxton.Remoting.Remotinglayerinterfac...
'l QEManager.exe

%] UCBioBSP.dll

D UCBioBSPCOM.dII

D UCBioBSPSkin.dll




- To run QEManager, right click the shortcut on the desktop and select Run as Administrator
- Enter the password for Net2:

UNIS Connect Info

UNIS Server

Server IP | 127.0.0.1

Server Port |98?1

Paxton Info
Met2 Connect Info
IP Address  |127.0.0.1 |
Port 8025 |
D |System engineer |
Password | ] |

UDB Server
UDB IP |12?.D.D.1
UDB Part 9872

sl
ODBC | UNIS |
DB ID | unisuser |
DB Pwd | E—— |
L
Ok Cancel

- To view if the connection has succeeded, double click on the QEManager icon in the taskbar (hidden)

uio

Lo R R Y s Y R s A Y o Y s s [ s [ [ Y s (Y o

Message

Connect Paxton Met2. .OK
Load General Databaze..OK
Load General Database..
Init FP Info..

Load Systern Database. OK
Load Systerm Database..
Connect Auth Server. OK
Connect Auth Server..
Connect UDB Server. OK
Connect UDE Server..

Load MutiLanguage..

Load Local Config..

Create directory

Load System Config..

Start!

Cuick Enroll Manager

Type DateTime

Info 2018-07-08 12:37-...
Info 2018-07-08 12:37-...
Info 2018-07-08 12:37-...
Info 20M18-07-08 12:37-...
Info 20M18-07-08 12:37-...
Info 20M18-07-08 12:37-...
Info 20M18-07-08 12:37-...
Info 20M18-07-08 12:37-...
Info 20M18-07-08 12:37-...
Info 20M18-07-08 12:37-...
Info 2018-07-0912:31:...
Info 2018-07-0912:31:...
Info 2018-07-0912:31:...
Info 2018-07-0912:31:...
Info 2018-07-0912:31:...
PAXTOM v1.3.1.3

Clear




Opening ports in the Firewall
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Ports 9870, 9871, 9872, 9873, 9874, 9875 needs to be allowed for incoming and outgoing
Go to Control Panel and click on Windows Defender Firewall

Adjust your computer’s settings

Administrative Tools

%@l BitLocker Drive Encryption

Fﬁl Default Programs

ﬁ Device Manager

4 File History

.g, Indexing Options

Internet Options

1,3 Mail (Microsoft Qutlook 2016)

3 Power Options

Q.') Remotefpp and Desktop Connections

@ AutoPlay

t,lg Color Management
& Dell Audio

& Devices and Printers
Flash Player (32-bit)
E Infrared

| £ Java

ﬂ Mouse
d Programs and Features
P Security and Maintenance

2 Storage Spaces
Troubleshooting

EF- Windows To Go

@ Sync Center
4% User Accounts
Work Felders

@ Backup and Restore (Windows 7)
Credential Manager

Dell Command | Power Manager
@ Ease of Access Center

A Fonts

& Intel® Graphics Settings
Keyboard

i: Network and Sharing Center
Recovery

ﬂ Windows Defender Firewall

View b

@ BDE Administrator (32-bit)
% Date and Time

Dell Command | Update
E] File Explorer Options

o4 HomeGroup

@ Intel ® Rapid Storage Technology
€% Language

[J;J Phone and Modem

9 Region

@ Speech Recognition
Taskbar and Navigation
@ Windows Mobility Center

Click on Advanced settings

ﬂ' Windows Defender Firewall

“— v A E » Control Panel » All Control Panel tems » Windows Defender Firey

Control Panel Home

Allow an app or feature
through Windows Defender
Firewall

G Change notification settings

G Turn Windows Defender
Firewall on or off

®) Restore defaults
—
) Advanced settings

Troubleshoot my network

Help protect your PC with Windows Defer

Windows Defender Firewall can help prevent hackers o
through the Internet or a network.

o For your security, some settings are managed by

Metworks at home or work where you know and trust

Windows Defender Firewall state:

Incoming connections:

Active private networks:

Matification state:

. o Guest or public networks




Now we are going to create 2 Firewall rules for UNIS: Inbound and Outbound
Inbound rule: Click on Inbound rule and then click on New Rule

indows Defender Firewall with Advanced Securi
& Wind Defender Fi Il with Ad d Security X
File Action View Help
e« x5 = H
@& Windows Defender Firewall wit] [ETe e B0 Actions
EQ Inbound Rules Name Group - Profile  * || Inbound Rules -
Outbound Rules
% Connection Security Rules 9 D.ropbox ] o Al! W Mew Rule..
5 l;’ Manitaring 0 Firefox (C:\Program Files (x86)\Mozilla Fir... Private T Filter by Profile »
0 Firefox (C:\Program Files (x86)\Mozilla Fir... Private )
9 GigEConfigurator.exe All W Filter by State ’
% macmnsve Domain = Filter by Group »
ﬁ Macmnsvc Private View »
ﬁ Macmnsvc Domain Refresh
ﬁ macmnsvc Public L res
0 macmnsve Public |z Export List...
0 macmnsve Private ﬂ Help
ﬁ McAfee Framework Service Domain
ﬁ McAfee Framework Service Domain
MchAfee Service Manager Domain
L] g
W M- Pfee Sarvica A Dirineat:
- Select Port:
What type of rule would you like to create?
C Program
Rule that controls connections for a program.
@ Port
Rule that controls connections for a TCP or UDP port.
() Predefined:
AllJoyn Router w
Rule that controls connections for a Windows experience.
() Custom
Custom rule.
< Back Net> || Cancel
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Enter the ports to be allowed: 9870 -9875

Does this rule apply to TCF or UDP?

® TCP
() uDP

Does this rule apply to all local ports or specific local ports?

) All local ports

(® Specific local ports: |93?ﬂh98?5|
Example: 80, 443, 5000-5010

< Back Mext = Cancel

Make sure that Allow the Connection is selected

What action should be taken when a connection matches the specified conditions?

@ Allow the connection
This includes connections that are protected with IPsec as well as those are not.

) Allow the connection if it is secure

This includes only connections that have been autherticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

) Block the connection

< Back Mext = Cancel




Enter a name for the rule and click on Finish.

Mame:

|UNIS Inbound|

Description (optional):

Repeat these steps for Outbound rules.

< Back

Cancel
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Installing the Virdi USB Take-on reader drivers

Enrolling fingerprints out of Net2

To add user’s fingerprints, click on add user in the Net2 Software
Add all relevant information such as first name, surname, department, and access level. Click on the
Auto PIN button to create a unique 4-digit PIN and retype the PIN number in the Token Number field.
Select Fingerprint Verification from the Token Type dropdown box.

APN-1130

Before starting to enrol users, ensure that the USB drivers have been installed for the Take-on reader.

& Add user

Token type

Firzt name
Middle narne
Surname
Department
Access level
Telephone
Fax

Walid fram
Ewpires end
Address 1
Address 2
Town
County

Post code
Home telephone
Horne Fax

b obile

Card template

Fleaze zelect the type of token which pou wizh to izsue

Default

|..||:|e

|Snap

igitors

“working hours

| 09/07/201 8

et picture

Capture Picture

Ernail

Pozition

Start date

Car reqiztration

Maotes

Perzonnel number
Fi
Taken nurmber

Token type

w MHew type

51329 Ak PIM

|51 e

| #  Fingerprint werification ... V|

Print card

() 'when | click dd user' reload the token type default values
(®) When | click *4dd uzer' retain the previous record values

Close
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Click on the Add User button which will save the user and open the Virdi User Registration screen
for the fingerprints.
Click the Enrol button

User ID 5139 |
User Mame | |
Enroll

Advanced Enroll =>

Close

Click on next

»Ewvaluation version<

Security & Convenience

Union Community has been working for a more
comfortable life and a safe world.

| [¥] Show this window at next tima. Click [[T34] to begin.
o
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Select the finger to enrol (it is good practice to do at least 1 finger from both hands)

>Ewvaluation version<

Step 1 Fingerprint registration

» Saelact tha fingar you wish to enroll by clicking once
on the corresponding fingertip.

N\

Once the fingerprint enrolment is completed, the fingerprint will be displayed as a token in the user’s

profile

First name |JDE | |

Sumame |Soap

Diepartment Vigitors ~ Mew dept.
Telephane || | | | e |

Persotinel number

6 Walid from [ ] Expires end
& |DS£D?£2D18 j Mever expires

Acceszrights  Tokens ] Other detailsl Memo] Eventsl Current \-'alidity] Anti-passback] Mullizonelntruderl

FIM 5139 Auta PIN Card template | Mane -

@ Mew token

Delete

5123 Lozt token

Found token

Change token ype

Token has not been used in the past 12 months

Capture Picture Get picture Delete picture Bar user Delete record Frint card Expart wef Apply
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Setting up Virdi integration with Paxton Net2 Client

- Fingerprints can now also be enrolled from a client PC. The following software needs to be installed

on the client PC:

- Net2 Software — same version as which is used on the Server
- QEManager - same version as which is used on the Server

- The installation of QEManager for a client is the same as for the Server (see instructions earlier in the

document)
- Right click on QEManager in the taskbar and select Settings.

- By default, all the IP addresses will point to the local machine (localhost IP of 127.0.0.1). Change all the

IPs to the IP address of the PC running the Server software.

UNIS Connect Info

LINIS Server LDE Server

Server T |127.0.0.1 | UDE TP [127.0.0.1 | ODBC
Server Port 95T UDE Port 957, DB ID

DE Pwd

Paxton Info

Met? Connect Info

IF Addr, 127.0.0.1
Port

jin} |5\,rstem engineer |

Password | “““ |

UNIS |

unisuser |

ok Cancel
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