' Paxton APN-1205

SSL/TLS Certificate Update for existing integrations to
v6.7 SR1 (or above)

Paxton are continually updating Net2 to maintain high levels
of cyber security and as such, we have made changes to the
certificate management process within the software.

Please note: this will only affect integrations using our RESTful
APl and not integrations using Paxton Net2's SDK.

To access the local APl via HTTPS an SSL certificate is required
to create the secure connection.

Within our next release v6.7 SR1, all integrations will need to
have their SSL certificates updated. The certificate manager
tab has now been removed from the localhost8080 page and
Paxton no longer automatically install an SSL certificate to the
trusted root folder.

Please ensure your integration is using HTTPS only as HTTP
will cease to operate on updating to v6.7 SR1.

Installing a self-signed TLS certificate

For an integration to function and have a secure connection, when updating to Net2 v6.7 SR1 or above,
you will need to install a self-signed TLS certificate. This should be installed on the server and client
machine.

Before updating Net2 you will receive the below checklist.

3134 W Net2 Access Control Setup == X
3 132 W Net2 Acc X
13 'P t '
Paxton Paxton
Before continuing with the installation please confirm the following Before with the instafietianal i
Press ‘Cancel’ to exit the installation Press Cancel' to exit the install{Acknowledge Messages X
Warning: Before updating Net2. ensure all Entry panels are on firmware version 3.0 SR4 or above B \//arning: Eefore updating Ne|
| have confirmed my integration is compatible with this version of Net2. | have confirmed my intearall gn o e i checks are completed before continuing.
| understand | will need to refresh my integration TLS certificate on all client connections. | understand | will need to ref
Show Integrations I Cancel OK I SR Show Integrations | Cancel I oK I
Cancel
Cancel
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Tick all boxes and click 'Ok’ to continue.

To check the integrations that are currently running, click‘'Show integrations.

W Net2 Access Control Setup = W

!l?axtan

Met2 Access Control - Install Checkhst

Paxton Active Integrations - O X

Before conftinuing with the i |Onconirol
Press ‘Cancel to exit the ing| | Interati Sys
] Warning: Before updating| above.

1 | have confirmed my integ
[ lunderstand | will need iq

Contact Support Show Integrations Cancel OK

" Cancel

Whilst the update is taking place the following screen will pop-up.

| =
Wraxton =

APITLS Certificate Refreshed
| Attention: The APl TLS Certificate has been refreshed. The cument certificate is now invalid.
Why am | seeing this?
This nstallation of Net2 uses an actrve ntegration. To enable an integration to function a self signed certficate is reqguired. Pasdon Access no longer provide a Padon Root Certficate.

Important : Contacl your integration provider 1o assistwith this install,

Whatdo | need o do?

Update the certficate. Please be aware that the certificates will need to be updated on both your server and any clhent PC's.

Choose from one of the following two cptions:

Option 1-Usea Paxton 365 day seif signed certificate

This certificate will only be valid for 365 days. You will be prompted in the Mat2 software to renew your cadficate 30 days before sxpiry. You wil nead to complste this process agsin f you update Nat2

Gel Certilhcale

Option 2 - Use your own certificate

The expiry date of this cerificate wil be ssl by the certificate issuer. You wil be promgled in the Net2 software to renew your cedificate 30 days before expiry. You wil not be requined to update this cenificale
when updating to the next version of Net?

Once saved on your system, ciick on the certficale and click insiall cerbficale’

Newd suppord?
Please conlac! our support team

Support Homepage

| have implemented one of the two certificate options above [ f0].4 I
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Before completing the install of Net2, you will be required to choose and implement one of the two
certificate options that are offered.

Note: If the certificate is not updated whilst updating to v6.7 SR1, the integration will cease to function.

Option 1: Use Paxton 365-day self-signed certificate

This certificate will only be valid for 365 days. You will be prompted in the Net2 software to renew your
certificate 30 days before expiry. You will need to do this process again if Net2 is updated.

1. Click on'Get certificate’

ik

| |
Wraxton -

APITLS Cerlificale Refreshed
| Attention: The API TLS Certificate has been refreshed. The current certificale is now invalid.

Why am | sesing this?
This installabion of Net2 uses an active integrabon. To enable an integration to function a self signed certfficats is required. Paxion Access no longer provide a Paxton Root Certficate.

Important ; Contact your inlegrabon provides ko assist with this install,

Whatdo | need o do?

Update the certificate. Plaase be swaie that the certificates will nead to be updated on both your server and any clhent PC's

Choosa from one of the following two optons:

Option 1-Use a Paxton 365 day s signed cortificale

This certficate will only ba valid for 265 days. You will be promptad inthe Met2 softwarne to renew your cestficate 30 days before sxpiry. You will nead to compiste this process again f you update Net2

B

T
Dption 7—treyourowh certificate

The expiry dale of this cerificate will be sel by the certificale ssuer. You wil be prompled in the Net2 software bo renew your cerificale 30 days before expiry. You wil nol be required to updale this cerificale
when updating to the next version of NetZ

Onee saved on your system, click on the cartificate and ciick install certficate”

MNesd suppart?

Please contact our support team

Support Homepage

| have implemented one of the teo certificate options above. [ DK I

2. The certificate will automatically install in the downloads folder.

will need to be updated on both your server and any client PC's.

mted in the Net s certificate copied to ‘Downloads Directory’ fou will need to co
Doulbe click to install.

ate issuer. You will be prompted in the Net2 software to review your certificate 30 days be
idating to the next version of Net2.




3. Navigate to the downloads folder.
4. Right click on the certificate and click Install certificate’
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~ Today (10)
b 31/07/2023 10:14
—pen 31/07/2023 09:57
Install Certificate

B Share wi pe
= Move to OneDrive

31/07/2023 09:44
31/07/2023 08:14
31/07/2023 08:14

Ea S R 31/07/2023 08:12
P Scan 31/07/2023 08:12
'@ Shred 31/07/2023 10:07
31/07/2023 09:53
IQ Share
31/07/2023 09:52
Open with...
v |
Give access to

Restore previous versions

21/07/2023 11:38
20/07/2023 13:42

Send to 20/07/2023 13:39
Cut 20/07/2023 10:47
Copy 20/07/2023 10:32

18/07/2023 1249

Security Certificate
Security Certificate

Compressed (zipped)...

Application

Compressed (zipped)...

Application
Application
File folder
File folder
File folder

GZ File

LIC File

Application
Windows Batch File

Compressed (zipped)...

Microsaft Fdae PDF

3KB

3KB
750,218 KB
130,942 KB
9 KB

345 KB
545 KB

9,661 KB
1KB

545 KB
1KB
720,894 KB
A81 KRB

5. Choose the options that you want within the installer.
6. Once the options have been chosen click ‘Finish’

7. The certificate will install and import wizard will state The import was successful.

8. Click'OK.

& E# Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish.

You have specified the following settings:
Certi Sl Seice] Automatically determined by the wizard
Content Certificate

Cancel |

Certificate Import Wizard

o The import was successful.

The update is now complete.
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Option 2: Import your own certificate

The expiry date of this certificate will be set by the certificate issuer. You will be prompted in the
Net2 software to renew your certificate 30 days before expiry. You will not be required to update this
certificate when updating to the next version of Net2.

1. Create your own certificate using a TLS certificate provider. As part of the package, you should have a
certificate and a key.

Update to Net2 v6.7 SR1.

Search and open the Net2 configuration utility.

Navigate to the ‘Security'tab.

Ensure the local APl'is enabled.

Sl = i

o Net2 Server Configuration Utility x

General | Database | Wiegand | TCPAP Nodes | Net2air Bridges | HTML Reports | Email | Ssti:sl Frinter Options |

Secure Mode will limit communications to the Net2 Server ONLY1 Remote connections from client applications will not be authorized
Net20nline functionality will remain unchanged

~{_] Enable Local AP!
i | service. This is used for Net2 Integrations

Launch Local &P| Config Litilty

N\




6. Click'Launch API Config Utility"

o Net2 Server Configuration Utility

] secure Mode

Net20nline functionality will remain unchanged.

Secure Mode will limit communications to the Net2 Server ONLY! Remote connections from client applications will not be authorised.

[/1Enable Local AP

Enable the local API service. This is used for Net2 Integuatie

Launch Local API Config Utiity

X

General | Database | Wiegand | TCP/IP Nodes | Net2Air Bridges | HTML Reports | Email | SMS  Security | Diagnostics | Printer Options |

Cancel | Apply

7. The Local API Config Utility will launch.

The Local API status should state'Running.

o Net2 Server Configuration Utlity
|

] Secure Mode

¥ Met2 Local API Configuration Utility =
Secure Mods vl lmit come

Net20nkne functonsily W—\

Service Confroller  Licance instal Carifficate mport

Senvice Controller
[ Enable Local AP s |
Enable he LocaldF Servik | Siop Servic. |

 General | Database | Wiegand | TCPAP Nodes | Net2Ai Bridges | HTML Reports | Emal | SMS Seeuhv|niqmim|mhuphn|

O *
Ml ot be sutnacied

oK |

APN-1205
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As the system has an integration running you will not be required to import a licence. The licence importer
tab will show any API licences that are currently being used.

t2 Ser onfiguration Utility
F Met2 Server Configuration Litilit

| General| Databsse | Wiegand | TCPAP Nodes | Net24n Bridge: | HTML Report | Emad | SMS  Secuity | Disgnostcs | Priter Oplions |

] Secure Moce
W' Net2 Local APl Configuration Utility = [m| x L
Secune Mode will Imit comt ol be suthotised
Net20nine funchionaty vl |4 AD| cragie
Service Controller  Licence Instal | Cenficate import
Licenca Install
[ Enstie Localam ——
Licence: File
Enable the LocaibPt Servie | || orowse |
T
. import |
Activated Licences
Onconiml §7Td0E%e-9181415a-582 -« Tha lod Maf T
Integrati Sys cE0d43d-5052-4bid-accf 556 1594c 64

ook |

8. Navigate to'Certficate Importer’'tab.

=T T T

& Met? Server Configuration Utifity

Geneial | Database | Wiegand | TCPAP Nodes | Mel24i Bridges | HTML Repots | Email| SMS  Securly | Dispnastics | Printsr Dpticns |

] Secure Mode:

Secure Mods wall hmit coms
Het20rine funclionalty vl | 4} Grate

- W Net2 Local API Configuration Utility = [m]

=
o be suthonzed

[ ok ]| cece || sy
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Note: Licence Importer will show the existing licences for any integration that is running on the machine.

9. Click'Browse'for New Certificate.

& Net2 Server Configuration Utility

Genetal | Databace | Wiegand| TCPAP Nodss | Mei2Ak Brdges | HTML Reports | Emsi | SMS  Securty | Disgnostics | Printer Options |

3
ool b sthonsed.

o
7] Secure Mode
b | W Net2 Local API Configuration Utility = [m]
Secure Mods vl bt comg
i | NitzOnine krckoraile W oo APl Stk
Service Controler  Licence instal  Certficate Import
| Cetficats Inpon
‘[l Enable Local &M
| Cuent Cetficate
Enable theLocallPl Serit |Net2localAPlen |
Curent Key
[Net2LocalAPLkey ]

New Certificate

- =D

[
D = |

10. Locate the certificate and click'Open’

—

.I W Solect & cert file

Organise +

» o Quick acoess

» B ThisPC

» i Network

» W OneDrive - Personal

®
. » ThisPC » Documents » APITLS v O Search AP TLS y:
New folder i m e
Name - Date modified Trpe She
L] IntegriSys 3170772023 0557 Security Certificate 3KB
=
[ open ]) comeed




11. Click‘Browse'for New Key.

& Met? Server Con figuration Utifity

e |

Geneial | Database | Wiegand | TCPAP Nodes | Met2ai Bridges | HTML Repots | Email| 5MS5  Secuily | Diagnostics | Printet Optisns
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I
] Securs Mode
bt W Met2 Local API Configuration Usility - ] ks
* Secune Made wil bt comd ol ricd b authorted
Net20rine funcionably vl | o AP| Satum
Service Controler  Licence bnatal  Certficate import
Cetficate impon
] Enable Local AP | e =
 Cument Cestificate
Ensble the LocaldPl Servie  MetZLocalAPl ot |
Curert
Het2LocalAPLkey |
Mew Cerithcate
New Key
e | =
| DK |
ok ][ coe | [T
12. Locate the Key and click'Open’
V Selecta keyfile X
A4 | » ThisPC » Documents » TLS Certificate v O Search TLS Certificate P
Organise « Mew folder =~ M o
N Name # Date modified Type Size
v g Quick access 0
riSys. [ 1 ile
I Desktop * IntegriSys.key 21/07/2023 13118 KEY Fil 4KB
4 Downloads
E] Docurnents
= Pictures o+
Jl Music
. Videos
v @ ThisPC
5} 30 Objects
> [l Desktop
> (5] Documents
> & Downloads
> Ji Music
> [& Pictures b
File name:




13. Now click‘Import’

& Met? Sorver Configuration Litility

* General | Database | Wisgand| TCPAP Modes | Net28i Biidges | HTML Reports | Emai | SMS  Securty | Disgnestics | Prter Options |

-] Secure Mode

i
i Secure Mode viill i comt

7] Enabie Local APt ——

W Met2 Local AP Configuration Uility

Net20nins functionally Wl | AP) Giats

| Service Controllr  Licence Instal Cetficate Inpod
Cothicate brport
Curent Cenficat

- 0 xL
not be suthotised.

Enable the LocalaPl Serve | ImegnSys.ont

Current Key

|IntegnSys key

Mew Certficate

[C:\Users\API TLS UntegiSys ot

New Key

|C-\Lisers \API TLS \ntegriSys key

The import will complete.

Certificate Import
Current Cedificate

Service Controller Licence Install Certificate Import

¢ |Net2LocalAPl ct

Curmrent Key .
|Nat2l.ochPqu
New Certficate
|C:\Um\Lem

New Key

Certificate import complete.

|C:\Users\Leandr:

The current certificate and current key will be updated.

The update is now complete.

APN-1205
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Note: If the service status changes to stopped following the import of your certificate and key, check the
Ngnix error log located at C:\Program Files (x86)\Paxton Access\Access Control\nginx\logs

W Net2 Local API Configuration Utility - U X
Local AP Status

Sopped

Option 3: How to access the instructions if the API/TLS pop-up warning has
been exited

Ensure your APl connection has been enabled.

Navigate to https:.//localhost:8080/setup.html
Click'Download’to download 365 self-signed SSL certificate.
Click’Install instructions'for a link to the install instructions.

B oehoi—

© Paxton Ltd 1.0.1 11


https://localhost:8080/setup.html

